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Many Government .“"5',-
sponsored efforts are key to \(CHECKLISTS
gaining assurance about
how software-based
systems have been
developed and that they are
deployed, operated, and
maintained securely.

nvd.nist.gov
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NIST Special Publications:

SP800-36 CVE
SP800-40 CVE, OVAL

SP800-42 CVE

SP800-44 CVE

SP800-51 CVE

SP800-53a CVE, OVAL, CWE

SP800-61 CVE, OVAL

SP800-70 CVE, OVAL, CCE, CPE, XCCDF, CVSS

SP800-82 CVE

SP800-86 CVE

SP800-94 CVE I
SP800-115 CVE, CCE, CVSS, CWE ler
SP800-117 CVE, OVAL, CCE, CPE, XCCDF, CVSS  (CLIXI{tE)
SP800-126 CVE, OVAL, CCE, CPE, XCCDF, CVSS  “SS=EEies

NIST Interagency Reports:

NISTIR-7007 CVE

NISTIR-7275 CVE, OVAL, CCE, CPE, XCCDF, CVSS
NISTIR-7435 CVE, CVSS, CWE

NISTIR-7511 CVE, OVAL, CCE, CPE, XCCDF, CVSS
NISTIR-7517 CVE

NISTIR-7581 CVE

NISTIR-7628 CVE, CWE




ITU-T Study Group 17 Question 4 — Cyber Security
ization Cyber Security Exchange Framework (CYBEX)

o |
&
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*§tandarﬂ

ITU-T

Identifier Title Current Text
X.cybief Cybersecurity Information Exchange Framework TD406
X.cybief.1 Guidelines for Administering the OID arc for cybersecurity information exchange TD406
X.cce Common Configuration Enumeration TD406
X.cee Common Event Expression TD406
X.chirp Cybersecurity Heuristics and Information Request Protocol TD406
X.cpe Common Platform Enumeration TD406
X.crf Common Result Format TD406
X.cve Common Vulnerabilities and Exposures TD405
X.cvss Common vulnerability scoring system TD412
X.cwe Common Weakness Enumeration TD406
X.cwss Common Weakness Scoring System TD406
X.dexf Digital evidence exchange file format c97

X.dpi Deep Packet Inspection Exchange Format TD406
X.gridf SmartGrid Incident Exchange Format TD406
X.oval Open. Vulnerabhility.and Assessment Language TD406
X.pfoc Phishing, Fraud, and Other Crimeware Exchange Format TD406
X.scap Security Content Automation Protocol TD406
X.teef Cyber attack tracing event exchange format C135, C129

X.xccdf eXensible Configuration Checklist Description Format TD406

X.cybief-[namespace], Cybersecurity Information Exchange Namespace C148

X.cybief-discovery Cybersecurity Information Exchange Discovery C145
ﬁﬁﬁﬁﬁﬁﬁ X.capec . Common Attack Pattern Enumeration and Classification TD406

X.iodef Incident Object Description Exchange Format TD406



Assurance Claims with Support by
‘Substantial’ Reasoning

Stephen Toulmin, 1958
* Claims are assertions put forward

for general acceptance
* The justification for claim
is based on some grounds, the “specific facts about a

(probably) precise situation that clarify and make good for a claim”

* The basis of the reasoning from the grounds (the facts)
grounds F—__ to the claim is articulated. These are statements
Modality indicating the general ways of argument being applied in
a particular case and implicitly relied on and whose

trustworthiness is well established”

GSN
CAE Justification :
,___A’_’______l _______________ e

m——— T L L - Aeuan | N

\ . ! grounds f—._ | Do

1 W l ! N

! ; F Solution or sub-goals | 1 | g

I : : : 1 h 1

"""""""""""""""""""" : Strategy



System Assurance (SySA) Task Force

» Software Assurance Evidence MetaModel (SAEM)

« Argumentation MetaModel (ARM)

- Coordinating with ISO/IEC 15026 part 2's definition of
“the Assurance Case”

Element

EvidenceElement

LA

SAEM: Evidence ... T e

= EvidenceAttribute

7 N 1.
A L .
Document \ | <<clim>>
gname : String ) <<claim>> Rationale
geontentType : String SubjectAssertion
content : EObject
gdate : EDate
language : String

. I ( Assurance Cas Level Le‘rzl
ARM .Clalms .‘ . (paikagmﬁ)"‘- ) Subject Claim "
-
| [ 5
Assuranba Case|, j‘ - L\ g g 2
| _Element Levq.’ (absftract | = = g f_:U CI>"
ARM:Arguments T i g 2 F3
p = 4 — = ‘.,‘,7 a— ,\ 7 ‘ participants

trust level
risk
‘security
reliability
regulatory
functional

security
platform

=
|
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argument
e.’ements

data & information

requirements

model

code
design
architecture

software
assets
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Software Assurance Ecosystem: The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

[ Process Docs & Artifacts |

Requirements/Design Docs & Artifacts

Process, People & Documentation
Evaluation Environment

= Some point tools to assist evaluators but mainly manual work
= Claims in Formal SBVR vocabulary

= Evidence in Formal SBVR vocabulary
= Large scope requires large effort

Software System / Architecture Evaluation
= Many integrated & highly automated tools to assist evaluators

= Claims and Evidence in Formal vocabulary

= Combination of tools and ISO/OMG standards

= Standardized SW System Representation In KDM
= Large scope capable (system of systems)

( Iterative extraction and analysis for rules

T [ Hardware Environment |
[ Software System Artifacts |

~

Evidence

—

Formalized
Specifications

Software

system

Technical
Evidence

~
_

\

Executable
Specifications

Process, Peqple,/
documentation

‘ Reports |
Risk Analysis, etc)

%

~

Claims, Arguments and
Evidence Repository

- Formalized in SBVR vocabulary

- Automated verification of claims
against evidence

- Highly automated and sophisticated

risk assessments using transitive
inter-evidence point relationships

Protection Profiles

IA Controls

T CwE




CWE CWE Center For
Validation Compatibility ~ Assure SW
Effectiveness and Tool Evaluation

Testing - ? Effectiveness 2007
Tool Evaluation

CWEs with 2009

WhiteBox

Definitions IARPA
STONESOUP-
Securely Taking
On New

Executable Stuff
Of Uncertain
Provenance

OSD/NII

NIST
SAMATE
SP 500-267
SP 500-269
SP 500-270

SAMATE
Repository
Dataset
(SRD)

Automated
Test Case
Generator

NIST SATE

SySA Task

Force
WhiteBox
Definitions-to-
SBVR-to-
microKDM

All of these are aimed at diffé?W\Eas_pects of unde?'éfﬁﬁ@ﬁg how well tools
find CWEs in software applicatlBRa %! %hat canBe Ho®® to improve that

and standardize the process for expressing a tools capabilities.
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Common Criteria v4 CCDB
*TOE to leverage CAPEC &
CWE

*Also investigating how to
leverage ISO/IEC 15026

NIAP Evaluation Scheme
*Above plus

*Also investigating how to
leverage SCAP

Naw Work ltem Proposal
NP submitting
PROPOSAL FOR A NEW WORK ITEM
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YYD
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Prasantation of the proposal

Title Secwie saflware development and evaluation under F0/EC 13408 and ISCIET 18102

Scope
In lhe case where atlargel of evaluation [TCE) beng evaluaed. under ISDNIES 16408 and 13020
18435, includes speciic saftware portions, the TGE develepsr may opliona ¢ presen: lhe devaloper's
technical ralona & for mitigating scfware cammon axtack patterns and re awed we aknesses as descrbed
in“he lalset revision o the Somman Arack Paltern Erumaratian and © assficasian (CAREC) avsi skl
f10m hilpizspec mire.ory. ~he developsr's ‘echnica rationals is axpecied o include a range of
miiga‘ion ¢ hnigues, fram architzslural preperties e design featues, cading teehniauss, Jse of ols or
oher means.

~his Technical Report (TR provid s guidance *or Ihe devsloper and the =va ualar on how <o use hs
CAPZC a3 2 t=chinical rzference poinl during lve “OE deve opmen: fe cye & andin an evalumion ofhe
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ar A refinement ofihe |F 15108 Atack “efential sa sulatien table for sofware, @kng ime assount
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5 How e information *ar midgating seftwars comman atach parsms and re ltsd wea kne sses is
ased in an |12 15408 eva ualion. in partic.lar providing ouidance on how L determine whish
atack patterns and weaknessas are appl cable <o he TOE, < king into cansidsration of

1. the TOZ tschnalogy:

2. the TOZ securly problem definlion;

3. the interfaces the TOE exparts thal can ba used by potentia atackers:
4. the Atack Patentia that the TIOE needs to provide resislance far.

<) How the teshn cal raionale provided by the develaper ‘er miigating soflwars cemmen atack
paltens and relaled weaknesses is used N -he svaluasion of e TOE cesign and the
development o Lest cases,

4 How the CAPEC and related Comman Weskness Enumaration (CYVE) @son omies are used by
the eva valar, who nesds o consider al the applicak & attack patterns and be able 1o exphel
specific re ated softmare weaknesses whi a perormng 1he subsaqaen: vulne rabillly analysis
(AN A _WAN] aclvities on she TGE

#: How ncomplele enlries ‘rom the CAP=C are resolvad during an 1S 15408 eval uaton.

) How the evaluator's allack and weakness analvsis of the TOE incorparates olher atacks and
waaknasses not yel documen-ed in the SARES

“he R also invesiganes s pacific slemer
the guidslines Esing developed in lhe “R

fram Lhe 150 JEC 15026 (and itz revizion] are apelicatle e
in the camlext o 15 15433 and 15405,




Malware Attribute Enumeration and Characterization

Self-Defense High-level Taxonomy

— CAPEC Malware will

Mid-level Behaviors

e e

CPE r—r— Registrykey X set | | |oya|Observables #——
to value Y v
s
A&
.
A
N
OVAL — y _—

Security Group (ICSG)
First working group is focused on
malware (malicious software such

MAEC High-level Overview

Core Components

ST SEigia as viruses, worms and spyware).
High-level Taxonomy Namespaces

Mid-level Behaviors Relationships
Low-level Observables Properties

Microsoft, McAfee, Symantec,
Sophos, AVG, and Trend

Metadata

(Vocabulary) g |, {G rammar)

Secondary Components
MAEC Cluster

<behavior 1> <behavior 2> <behavior 3>
</behavior 1> </behavior 2> </behavior 3>

| [ [=

(Standard Output Format)  J




To have
qualified
system,
software and
network
engineers...

SWEBOK
Security KA

SE2004
curriculum
Curriculum
proposals

ABET
accreditation

IEEE CSDP
Assurance-
related
questions

(1SC)% cCLSP
Assurance-
related
questions

The GOAL of Cyber Security and Assurance Standards

...aware of
emerging
assurance
issues...

SWA CBOK

P Em—

SWA SOAR

Measuring
Cyber
Security
SOAR

| I

...applying
sound
processes...

24778 Guide
to life cycle
management

15288 System
life cycle
processes
and
12207
Software life
cycle
processes

15289 Life cycle
documentation

16085 Risk
management

16326 Project
management

15939
Measurement

...adapted for
assurance
considerations

15026
Software and
systems
assurance

Process
guidance

I—

Assurance

case

OMG models
for the
assurance
case

NERC CIP
01—09

SCADA and
embedded
standards

...to produce
...using demonstrably delivered
appropriate sound ;'nd e
assurance software- securel
tools... based Yo
systems...
24772 Supply chain
Programming studies
language Common Criteria
vulnerabilities
A A 4
\4
Programming
language
standards of NIST 3
$C22 and Checklists
others secure
Configuration
Guides
X.CWE,
X.CAPEC
X.CEE,
X.MAEC OMB
FDCC/SCAP
X.CVE,
X.CVSS,
X.CPE,
X.CCE, X.CYBIEF
X.OVAL,
X.XCCDF
NIST 800-126,
NIST 800-117

..and
operated
securely...

27000 series

SP800-53 and
53a

NVD (with vulnerability, FDCC, and SCAP content), CVE, OVAL, XCCDF, CVSS, CPE, CCE, CWE, CAPEC, CEE, MAEC

...all based on a
commonly understood
nomenclature about
currently known
threats, problems and
solutions.




